PRIVACY POLICY
Effective: 01/05/2025

1. Introduction

AURA S.R.L, Company reg. No. 3-102-941727 with a registered seat at San José, Escazy,
Centro Comercial La Paco, 10 Plaza Florencia, Costa Rica, as the technology service
provider of the AuraDEX platform(referred to as “AuraDEX”), values your privacy and is
committed to protecting your data. As a decentralised and non-custodial platform,
AuraDEX minimises data collection and storage to respect user anonymity and
privacy. This Privacy Policy outlines how we handle data and privacy-related matters.

2. Data Collection

2.1 Minimal Data Collection: AuraDEX does not collect personally identifiable
information (PIl) from users. All transactions occur on the Solana blockchain; no user
data is stored on AuraDEX servers.

2.2 Blockchain Transactions: All transactions conducted on AuraDEX are recorded
publicly on the blockchain, which means they are inherently transparent and cannot
be erased or altered.

2.3 Third-Party Integrations: AuraDEX may integrate with third-party wallet providers
and analytics tools, which may collect data independently. Users should review the
privacy policies of these third parties before use.

3. Security Measures

3.1 Encryption: Communications between users and the AuraDEX platform are
encrypted to ensure data security.

3.2 Non-Custodial Design: Users maintain full custody of their private keys, which are
never shared with or stored by AuraDEX.

3.3 User Responsibility: Users are solely responsible for safeguarding their private keys
and wallet credentials. AuraDEX cannot recover lost keys or funds.
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4. Cookies and Analytics

4.1 Cookies: AuraDEX may use minimal cookies or analytics tools to enhance user
experience and optimise platform performance. These cookies do not collect personal
data but may track anonymous usage statistics.

4.2 Third-Party Tools: Any analytics tools used are designed to operate anonymously,
but users are encouraged to review the privacy terms of third-party services
integrated with AuraDEX.

5. Regulatory Compliance

5.1 MiCA and Travel Rule Considerations: While AuraDEX operates as a decentralised
platform, users should be aware that certain jurisdictions, including the EU, may
enforce regulations such as MICA and the FATF Travel Rule. These may require
compliance with Know Your Customer (KYC) and Anti-Money Laundering (AML)
standards.

5.2 User Obligations: AuraDEX disclaims any liability for non-compliance with these
regulations. Users are responsible for ensuring their activities comply with applicable
legal frameworks.

6. Data Retention
6.1 No Data Storage: AuraDEX does not store user data. All interactions are executed
directly on the blockchain and remain publicly accessible.
6.2 Third-Party Retention: Users should check third-party wallet and analytics
provider policies regarding data storage and retention.

7. Third-Party Services
AuraDEX integrates with external wallets and tools for convenience. We are not

responsible for how these third parties collect, process, or secure data. Users are
encouraged to read the terms and privacy policies of these services before use.
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8. Children’s Privacy

AuraDEX does not knowingly collect information from individuals under the age of 18.
Users must be of legal age to access the platform.

9. Policy Updates
AuraDEX reserves the right to update this Privacy Policy to reflect changes in regulation
or platform features. Updates will be communicated through the platform. Continued
use of AuraDEX after changes implies acceptance of the updated terms.

10. Contact Information
Users can contact AuraDEX with any questions regarding this Privacy Policy through

official communication channels provided on the platform.
support@auradex.io
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